SHEFFIELD HALLAM UNIVERSITY.

SCHOOL OF COMPUTING AND MANAGEMENT SCIENCES.

INVESTIGATION OF NETWORK SECURITY USING FIREWALLS

COMPUTER NETWORK EXPERIMENT NUMBER 15 (EXPT15). 

TITLE

INVESTIGATION OF NETWORK SECURITY USING FIREWALLS

AIM

To evaluate Network Security and Firewall Technologies.

OBJECTIVES

1. You will be able to understand the concepts, and terminology used, for Firewall technologies.

2. You will be able to design appropriate settings for Firewall Technologies.

3. You will be able to install and configure a GNAT Box Firewall.

4. You will be able to critically evaluate and discuss Firewall installations.

5. You will be able to interpret Firewall statistics and discuss the management facilities provided with a GNAT Box Firewall.

PRE-REQUISITES - PREPARATION

· You should be familiar with Microsoft Windows NT Workstation operating systems.

· You should be familiar with using  HTML Browsers.

· You should be familiar with the Microsoft Windows NT Server operating system.

· You should understand the concepts of IP and MAC addressing in Ethernet networks.

· Tou should understand the concepts of IP protocols and port numbers.

EQUIPMENT REQUIRED

· Two PC computers, with one NIC in each.

· One PC computer, with three NIC's.

· A copy of the GNAT Box Demonstration  Software.

ESSENTIAL READING

GNAT Box user Guide - (also at www.gnatbox.com)

This document (for the requirements).

FURTHER READING

Gnat Box Web site & user forums - www.gnatbox.com

GNAT Box On-line help (This is available when the software is installed).

Computer Networks (Third Edition) by Andrew Tanenbaum pp.510-512

Business data Communications and Networking (Sixth Edition) by Fitzgerald and Dennis. p.384-421

Some Web sites:

www.zonelabs.com

www.networkice.com

www.mcafee.com

www.symantec.co.uk

www.sygate.com

www.danu.ie

Other companies producing Firewall technologies!

SCENARIO
A company wishes to provide Web space to customers, and is concerned about the security aspects of this provision. You are acting in the capacity of a network consultant for this company, and the Managing Director has requested that you evaluate the GNAT Box Firewall technology and produce an overall security policy for the company network. You have three PC computer systems, two with single network cards installed (representing the company users PC's and WWW server machines), and one with three network cards installed (for installation of the GNAT Box firewall software. The configuration of the company evaluation network is shown in Figure 1.
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Figure 1. Configuration of the evaluation network for the company.

A description of the company network and users is provided below.

· The company has a fixed connection to the Internet.

· The Private services network consists of internal WWW & FTP servers.

· The Protected network consists of internal users PC's. 

· Internal users PC's require access to the external WWW servers.

· Internal users PC's require access to the internal WWW servers.

· One internal PC user requires access to manage the GNAT Box using the GBAdmin tool.

· One external PC user requires access to the GNAT Box using the GBAdmin tool. 

REQUIREMENTS

· Before installation of the GNAT Box software, you are required to consider the information provided in the scenario and to produce your proposed security policy for the company. You should have carried out any necessary preparation (i.e. pre-reading and note taking) before you attempt any practical evaluation of the GNAT Box.
· Before, during, and possibly after the practical evaluation you should address the questions given below.
· On completion of your evaluation you should document your finalised network designs, and critically evaluate your proposals, giving details of key alternative implementations you have considered.
· You should be prepared to present and discuss your designs with the Managing Director of the company.
QUESTIONS FOR THE NETWORK SECURITY EXERCISE
1. Produce a network documentation diagram of the proposed company nework, showing all the relevant network components and addresses.

2. Produce a diagram showing the security you would implement for the company using the GNAT Box system (e.g. which protocols are accepted or denied, which ports are used).

3. What types of network interfaces are defined for the GNAT Box?

4. What are the suggested uses for each type of network interface?

5. What is a 'filter'?

6. What is a 'remote access filter', and how does that differ from an 'outbound' filter?

7. What is a 'tunnel', and what needs to be specified to setup a tunnel?

8. What is meant by an 'IP alias'?

9. What types of monitoring/logging is available?

10. What is 'address spoofing'?

11. What configuration have you specified for the GNAT Box, and why?

12. What security configuration would you recommend, if the company was to setup networks on multiple sites?

13. Explain which layers of the ISO stack the GNAT Box system can monitor?

14. What other aspects of security should the company consider, and why?

15. What other Firewall devices are there, and how do they compare with GNAT Box?

FURTHER INFORMATION FOR YOUR EVALUATION
You should use your own initiative for evaluating the Firewall. The notes below are provided for  guidance only.

Network Information

Interface
IP Addresses
Netmask
Use
External

143.52.57.109
255.255.255.0
Internet

Protected
192.168.4.1
255.255.255.0
Internal Users

PSN

192.168.5.1
255.255.255.0
Internal WWW/FTP

IP Alias

143.52.57.110
192.168.4.3
255.255.255.0
Internal users

143.52.57.108
198.168.5.3
255.255.255.0
Internal WWW/FTP

Default Route (Gateway for the LAB) 
143.52.57.2

University DNS IP address
 
143.52.28.10

Domain Name
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Gnat Box Installation and configuration procedure

Configuration

Place a floppy disk in the drive

Run the installation process {i.e. download and run gbd311.exe file}

Proceed with the installation, at the GNAT Box Demo installation window {click Next}

Proceed with the installation, {at the export notification window click Next}

Proceed with the installation, {at the License window click Next}

Proceed with the installation, {at the user agreement window click Agree}

Select all options {click on the Command Line Utilities/Documentation and Sample Files boxes – then click Next}

Accept the default installation location C:\GBDemo {click Next}

Accept the default group GBDemo {click Next}

Request a runtime demo disk {click Yes}

Request the PPP version {click Yes}

Read the notes screen and continue {click Finish}

Read the Installation Complete screen and continue {click OK} - GNAT Box should now extract files

Create a Gnat Box Runtime Image {Click Make Floppy}

Create a GNAT Box runtime image on the floppy disk {click OK}

(The Runtime image should now be written to the floppy disk)

Acknowledge the Gnat Box floppy successfully created prompt {click OK}

Close the GNAT Box make floppy window {click Exit}

(Note that the release notes are available for reading)

Reboot the computer and run the GNAT Box software from the floppy disk by restarting the computer {click Start –> shutdown –> restart computer –> Yes}

Note: The fully functional Demo version runs for 180 minutes only!

You will now provide an initial configuration for GNAT Box Firewall

Proceed with the installation, {at the welcome screen, Press Return}

Accept the license agreement {Press the right arrow followed by the Return key}

Use the GNAT Box setup wizard {Press Return}

Accept the default name GNAT-Box-Demo {press the Return key twice}

Do not use the PPP for the external interface {press the Return key twice}

Do not use DHCP for the external interface {press the Return key twice}

Enter the IP Address for the external interface {143.52.57.109 and press the Return key twice}

Enter the netmask for the external interface{255.255.255.0 and press the Return key twice}

Configure the external NIC {Select xl1 by using the spacebar, press the Return key twice}

Do not use DHCP for the protected interface {press the Return key twice}

Enter the IP Address for the protected  interface {192.168.4.1 and press the Return key twice}

Enter the netmask for the protected network interface {255.255.255.0 and press the Return key twice}

Select the Protected NIC {Select xl2 by using the spacebar, press the Return key twice}

Setup a Private Services Network {Press the Return key twice}

Do not use DHCP for the Private services network interface {press the Return key twice}

Enter the IP Address for the Private Services interface {Enter 192.168.5.1 and press the Return key twice}

Enter the Netmask value{255.255.255.0 and press the Return key twice}

Select the required NIC xl0 by using the spacebar, press Return twice}

Enter the Default Route IP address {143.52.57.2 then press Return twice}

Enter the Password {type password and press Return}

Confirm password {type password and press Return twice}

Save the configuration {press Return}

The system configuration should now be written to the Runtime floppy, and the Firewall will start running, with a number of DEFAULT settings.

NOTE: Pressing ALT F1, ALT F2, ALT F3 will show three screens of information – What are they ? 

Runtime configuration

Login to the Gnat Box console interface {Press ALT F2, type gnatbox Return, then password Return}

The Firewall software may now be configured locally from the Console interface, or remotely using GBAdmin software, or the WWW using a browser. What consideration should be given here, for accesing the GNAT Box?

Procedure for the GBAdmin runtime configuration

Load GBAdmin tool with the GNAT Box configuration

Setup the Domain Name Servers using menu: Basic Configuration -> D.N.S

Create groups of users and IP addresses using menu: Objects -> addresses

Create a list of all external ‘registered’ addresses using menu: NAT -> Aliases

Relate external ‘registered’ addresses to internal IP addresses (i.e. create tunnels) using menu: NAT -> inbound tunnels

Setup outbound filters (Let Everything pass) using menu: Filters -> Outbound

Setup external access filters using menu: Filters -> Remote Access

Setup any logging requirements using menu: Filters -> Preferences

Make sure that the addresses for the users PC and WWW/FTP server are entered correctly using start-> control panel -> networks!
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