SHEFFIELD HALLAM UNIVERSITY.

SCHOOL OF COMPUTING AND MANAGEMENT SCIENCES.

INVESTIGATION OF NETWORK ROUTING USING CISCO ROUTERS AND ISDN
COMPUTER NETWORK EXPERIMENT NUMBER 14 (EXPT14). 

AIMS

To design and implement a routing strategy for interconnecting distant sites of a medium-size organization over an ISDN BRI.

OBJECTIVES

1. You will be able to understand the concepts, and terminology used, for network partitioning

2. You will be able to understand the concepts and terminology of wide are networks (WAN)  and protocols

3. You will be able to critically evaluate different routing protocols

4. You will be able to understand the difference between static and dynamic routing and the appropriate need of each

PRE-REQUISITES

· You should be familiar with the Windows Microsoft 95 operating system

· You should be familiar with use of a virtual terminal for the configuration of custom networking hardware

· You should be familiar with the IP addressing scheme and the subnetting theory
EQUIPMENT REQUIRED

· 2 x CISCO 800 Series Routers

· 2 x ISDN NT1

· 1 x HUB or SWITCH

· 1 or more PC Computers running Windows95/NT 

· A management console for the CISCO equipment

ESSENTIAL READING

· Cisco 800 Series Routers Hardware Installation Guide

http://www.cisco.com/univercd/cc/td/doc/product/access/acs_fix/800/800hwins/index.htm
· CISCO 800 Series Routers Software Configuration Guide. Available at

http://www.cisco.com/univercd/cc/td/doc/product/access/acs_fix/800/800swcfg/
· Designing DDR Internetworks. Available at:

http://www.cisco.com/univercd/cc/td/doc/cisintwk/idg4/nd2010.htm
· This document (for the requirements).

FURTHER READING

· ISDN Zone

http://www.isdnzone.com/default.asp
· UK ISDN Guide. Available at:

http://www.timm.demon.co.uk/
· ISDN Tutorial. Available at:



 http://www.ralphb.net/ISDN/ 
SCENARIO
An organisation has a large corporate office based in London and it has just opened a new branch in the “city” of Sheffield. The new remote office will be connected to the corporate office through a BRI ISDN line. The company has just purchased two CISCO 803 ISDN routers and your job is to develop a routing strategy for the company that will allow full connectivity between the two sites. 

Project Requirements 
1) The Sheffield branch will use the private class B network 172.16.0.0 with a 24-bit subnet mask.

2) The London site uses the class B network 143.52.0.0 with a 24-bit subnet mask

3) The Sheffield site uses the private class B network 172.16.0.0 network

4) The ISDN 803 router in London is connected to the 143.52.57.0 network

5) The Sheffield’s connectivity to the Internet will be via the Router in London, at the other end of the ISDN line.

6) The company has decided to use the private class C network 192.168.128.0 to connect the two site over the ISDN line 

7) The routing protocol used at the London site is RIPv1

8) Only IP and IPX traffic will be allowed over the ISDN line

QUESTIONS

1. Draw a diagram of company network. The diagram will include the addressing scheme you have chosen to adopt, with details of the addresses uses by the two routers.

2. Justify your addressing scheme 

3. Justify the routing strategy you have decided to adopt. Will you be using static or dynamic routing? Will you use a distance vector or a link state routing protocol?

4. What can you tell about the company from the fact they use RIPv1?

5. What is the main difference between RIPv1 and RIPv2?

6. The managing director of the company has asked you to investigate the possibility of switching from RIPv1 to IGRP. Discuss the issues that such a decision would raise.

7. List two reasons why you would you use static routing in this scenario. Do you know any other reasons?

8. How would you describe the distinction between a bridge, switch, and a router?

The following pages give an example configuration for the two sites of London and Sheffield. These configurations are by no mean the only possible solution.

It’s strongly recommended that you read the user guide CISCO 803 referenced above. Before you configure you routers you should delete the existing configuration. Ask you tutor for guidance on how to do that. 


Once deleted the current configuration and rebooted the router, follow the configuration instruction for the two sites.

NOTE: All user-typed commands and instructions are reported in bold. Tutor comments to the configuration are instead reported in Italics. No configuration example is provided for the PC computers allocated for this experiment.

LONDON SITE CONFIGURATION EXAMPLE

         --- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]:

% Please answer 'yes' or 'no'.

Would you like to enter the initial configuration dialog? [yes/no]: y

At any point you may enter a question mark '?' for help.

Use ctrl-c to abort configuration dialog at any prompt.

Default settings are in square brackets '[]'.

Basic management setup configures only enough connectivity

for management of the system, extended setup will ask you

to configure each interface on the system

Would you like to enter basic management setup? [yes/no]: no
First, would you like to see the current interface summary? [yes]: no
Configuring global parameters:

  Enter host name [Router]: London
  The enable secret is a password used to protect access to

  privileged EXEC and configuration modes. This password, after

  entered, becomes encrypted in the configuration.

  Enter enable secret: cisco
  The enable password is used when you do not specify an

  enable secret password, with some older software versions, and

  some boot images.

  Enter enable password: al
  The virtual terminal password is used to protect

  access to the router over a network interface.

  Enter virtual terminal password: cisco

  Configure SNMP Network Management? [yes]: no
  Configure bridging? [no]: no
  Configure IP? [yes]: yes
    Configure IGRP routing? [yes]: no
    Configure RIP routing? [no]: no
  BRI interface needs isdn switch-type to be configured

  Valid switch types are :

                [0]  none..........Only if you don't want to configure BRI.

                [1]  basic-1tr6....1TR6 switch type for Germany

                [2]  basic-5ess....AT&T 5ESS switch type for the US/Canada

                [3]  basic-dms100..Northern DMS-100 switch type for US/Canada

                [4]  basic-net3....NET3 switch type for UK and Europe

                [5]  basic-ni......National ISDN switch type

                [6]  basic-ts013...TS013 switch type for Australia

                [7]  ntt...........NTT switch type for Japan

                [8]  vn3...........VN3 and VN4 switch types for France

  Choose ISDN BRI Switch Type [2]: 4
Configuring interface parameters:

Do you want to configure BRI0 (BRI d-channel) interface? [yes]: yes
  Configure IP on this interface? [yes]:yes
    IP address for this interface: 192.168.128.1
    Subnet mask for this interface [255.255.255.0] :255.255.255.0
    Class C network is 192.168.128.0, 24 subnet bits; mask is /24

Do you want to configure Ethernet0  interface? [yes]: yes
  Configure IP on this interface? [yes]:yes
    IP address for this interface: 143.52.57.1
    Subnet mask for this interface [255.255.0.0] : 255.255.255.0
    Class B network is 172.16.0.0, 24 subnet bits; mask is /24

The following configuration command script was created:

hostname London

enable secret 5 $1$4sS8$ipbvBieA6o97JOOmb.pKy0

enable password al

line vty 0 4

password cisco

no snmp-server

!

no bridge 1

ip routing

isdn switch-type  basic-net3

!

interface BRI0

ip address 192.168.128.1 255.255.255.0

!

interface Ethernet0

ip address 143.52.57.1 255.255.255.0

dialer-list 1 protocol ip permit

dialer-list 1 protocol ipx permit

!

end

[0] Go to the IOS command prompt without saving this config.

[1] Return back to the setup without saving this config.

[2] Save this configuration to nvram and exit.

Enter your selection [2]:2

The system will now reboot with the new configuration. Some additional commands are necessary in order to establish a connection between the two sites. 

London>enable

Password: cisco 


(you won't be able to see this while you are typing it!!)
London#configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.

London(config)#interface BRI0
(You enter the interface configuration mode)    
London(config-if)#dialer-group 1
(Specify the dialer list 1 that will trigger the ISDN connection. When using the System Configuration Dialog, as we did earlier, dialer list 1 is automatically created so that IP and IPX traffic will trigger the connection over the ISDN line. All remaining traffic is treated as uninteresting)

London(config-if)#dialer map ip 192.168.128.2 name Sheffield 01142761468

London(config-if)#encapsulation ppp   (Specify the type of encapsulation used)
At this point you can ping the remote router ISDN interface 192.168.128.2. To do that you must return into EXEC mode:

London(config-if)#CTRL^z

London#ping 192.168.128.2
You have now established a route to the other remote router. Now try pinging the ethernet interface of the Sheffield router 172.16.57.1 What happens? Surprised? You do have a route to the remote router but you do not have a route to the remote network. Check the router's routing table and you'll see there is no route to network 172.16.57.0. 

London#show ip route

A route to the remote network can be added with the following commands:

London#configure terminal
London(config)#ip route 172.16.57.0 255.255.255.0 192.168.128.2

Now check the connectivity by pinging the same remote PC again. Also check the routing table. Has anything changed?


The next step is to increase security and make sure that only the Sheffield router is allowed an ISDN connection with our router. We will use CHAP (Challange Handshake Authentication Protocol). The following commands need to be typed in:

London(config)#username Sheffield password security   (The username and password are case sensitive and the password must be the same at both ends; only the username changes)

London(config)#interface BRI0
London(config-if)#ppp authentication chap
Now try pinging the Sheffield router again. Does it work? Obviously you need to so set up CHAP there too. Once you have configured CHAP at the Sheffield site try again. If you want to see what happens during the authentication phase, type in the following command before you execute any ping.

London#debug ppp negotiation

When you want to get rid of all the debugging information just type:

London#no debug ppp negotiation

As we said, the Sheffield site is connected to the Internet through the London site. The Sheffield site has therefore a default route that points to this router, which will then have to take care of appropriately routing the incoming traffic. 


First of all, the London router must run a routing protocol to advertize the routes to the Sheffield network. Which routing protocol shall we use? We know that the company uses RIPv1 already, so that is what we will be using. 

Before you configure RIP, have another look at the routing table

London#show ip route

First, let's enable some debugging to see what happens before and after RIP is configured.

London#debug ip rip


(use no debug ip rip to turn off the debugging)
London#terminal monitor

The following commands configure RIPv1 on the London router. 

London#configure terminal
London(config)#router rip

What can you see? What is the router doing with the rip updates it is is receiving? Why do you think is it doing that? Let's try again and see if we can add a few things:

London(config-router)#network 143.52.0.0

London(config-router)#network 192.168.128.0
London(config-router)#passive-interface BRI0    (This will prevent RIP from sending routing updates out 




         of the ISDN interface)
Let's look at the routing table again. Can you notice any difference? How many subnets is the class B network 143.52.0.0 divided into? 

Use the following command if you want to show the RIP database.

London#show ip rip database
Now we must enter a static route to the Sheffield site

London#configure terminal
London(config)#ip route 172.16.57.0 255.255.255.0 192.168.128.2

If you want to have a look only at the static routes in the routing table (no RIP!!) use the following command:

London#show ip route static

If you want to have a look only at the connected routes use the following command:
London#show ip route connected

The last important thing to do is to tell RIP to advertise the above static route to the Sheffield site to all the other RIP speaking routers at the London site.
London#configure terminal
London(config)#router rip

London(config-router)#redistribute static

Before you test connectivity between the two sites make sure you add a static route in the Sheffield router that makes the London router the default one. See  the Sheffield configuration example for the related commands 
At this point you should have full connectivity between any machine at the London site and the Sheffield site. Try pinging the Sheffield's ethernet interface 172.16.57.1 from any PC in the network lab. Also you should be able to ping anything from the Sheffield site. Well done!!!

Try to disable the redistribute static command. From the router in Sheffield you can ping the ethernet interface of the router in London but not anything else. Can you explain that?

SHEFFIELD SITE CONFIGURATION EXAMPLE

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]:

% Please answer 'yes' or 'no'.

Would you like to enter the initial configuration dialog? [yes/no]: y

At any point you may enter a question mark '?' for help.

Use ctrl-c to abort configuration dialog at any prompt.

Default settings are in square brackets '[]'.

Basic management setup configures only enough connectivity

for management of the system, extended setup will ask you

to configure each interface on the system

Would you like to enter basic management setup? [yes/no]: no
First, would you like to see the current interface summary? [yes]: no
Configuring global parameters:

  Enter host name [Router]: Sheffield
  The enable secret is a password used to protect access to

  privileged EXEC and configuration modes. This password, after

  entered, becomes encrypted in the configuration.

  Enter enable secret: cisco
  The enable password is used when you do not specify an

  enable secret password, with some older software versions, and

  some boot images.

  Enter enable password: al
  The virtual terminal password is used to protect

  access to the router over a network interface.

  Enter virtual terminal password: cisco

  Configure SNMP Network Management? [yes]: no
  Configure bridging? [no]: no
  Configure IP? [yes]: yes
    Configure IGRP routing? [yes]: no
    Configure RIP routing? [no]: no
  BRI interface needs isdn switch-type to be configured

  Valid switch types are :

                [0]  none..........Only if you don't want to configure BRI.

                [1]  basic-1tr6....1TR6 switch type for Germany

                [2]  basic-5ess....AT&T 5ESS switch type for the US/Canada

                [3]  basic-dms100..Northern DMS-100 switch type for US/Canada

                [4]  basic-net3....NET3 switch type for UK and Europe

                [5]  basic-ni......National ISDN switch type

                [6]  basic-ts013...TS013 switch type for Australia

                [7]  ntt...........NTT switch type for Japan

                [8]  vn3...........VN3 and VN4 switch types for France

  Choose ISDN BRI Switch Type [2]: 4
Configuring interface parameters:

Do you want to configure BRI0 (BRI d-channel) interface? [yes]: yes
  Configure IP on this interface? [yes]:yes
    IP address for this interface: 192.168.128.2
    Subnet mask for this interface [255.255.255.0] :255.255.255.0
    Class C network is 192.168.128.0, 24 subnet bits; mask is /24

Do you want to configure Ethernet0  interface? [yes]: yes
  Configure IP on this interface? [yes]:yes
    IP address for this interface: 172.16.57.1
    Subnet mask for this interface [255.255.0.0] : 255.255.255.0
    Class B network is 172.16.0.0, 24 subnet bits; mask is /24

The following configuration command script was created:

hostname Sheffield

enable secret 5 $1$4sS8$ipbvBieA6o97JOOmb.pKy0

enable password al

line vty 0 4

password cisco

no snmp-server

!

no bridge 1

ip routing

isdn switch-type  basic-net3

!

interface BRI0

ip address 192.168.128.1 255.255.255.0

!

interface Ethernet0

ip address 172.16.57.1 255.255.255.0

dialer-list 1 protocol ip permit

dialer-list 1 protocol ipx permit

!

end

[0] Go to the IOS command prompt without saving this config.

[1] Return back to the setup without saving this config.

[2] Save this configuration to nvram and exit.

Enter your selection [2]:2

The system will now reboot with the new configuration. Some additional commands are necessary in order to establish a connection between the two sites. 

Sheffield>enable

Password: cisco 


(you won't be able to see this while you are typing it!!)
Sheffield#configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.

Sheffield(config)#interface BRI0
 
(You enter the interface configuration mode)    
Sheffield(config-if)#dialer-group 1
(Specify the dialer list 1 that will trigger the ISDN connection. When using the System Configuration Dialog, as we did earlier, dialer list 1 is automatically created so that IP and IPX traffic will trigger the connection over the ISDN line)

Sheffield(config-if)#dialer map ip 192.168.128.1 name London 01142761921

Sheffield(config-if)#encapsulation ppp   
(Specify the type of encapsulation used)

Sheffield(config-if)#dialer idle-timeout 30
(The number of seconds of idle before the router drops the 

ISDN connection)  

Sheffield(config-if)#dialer load-threshold 128 either  (Activates the second B channel if the traffic 

    either way exceeds 50% of the available 

    bandwidth. NOTE: don’t use this command at   

    the London site, and if you want to, make sure 

    you use a different threshold value)

At this point you can ping the remote router ISDN interface 192.168.128.1. To do that you must return into EXEC mode:

Sheffield(config-if)#CTRL^z

Sheffield#ping 192.168.128.1
You have now established a route to the other remote router. Try now pinging one of the PCs attached to the remote router. What happens? Surprised? You do have a route to the remote router but you do not have a route to the remote network. Check the router's routing table and you'll there is no route to network 143.52.57.0 

Sheffield#show ip route

A route to the remote network can be added with the following commands:

Sheffield#configure terminal
Sheffield(config)#ip route 143.52.57.0 255.255.255.0 192.168.128.1

Now check the connectivity by pinging the same remote PC again. Also check the routing table. Has anything changed?


The next step is to increase security and make sure that only the Sheffield router is allowed an ISDN connection with our router. We will use CHAP (Challange Handshake Authentication Protocol). The following commands need to be typed in:

Sheffield(config)#username London password security   (The username and password are case

Sensitive and the password must be the same at both ends; only the username changes)

Sheffield(config)#interface BRI0
Sheffield(config-if)#ppp authentication chap
Now try pinging the Sheffield router again. Does it work? Obviously you need so set up CHAP there too. Once you have configured CHAP at the Sheffield site try again. If you want to see what happens during the authentication phase, type in the following command before you execute any ping.

Sheffield#debug ppp negotiation

When you want to get reed of all the debugging information just type:

Sheffield#no debug ppp negotiation

As we said, the Sheffield site is connected to the Internet through the London site. The Sheffield site has therefore a default route that points to London  router at the other end of the ISDN line. What  we now need to do is to add that default route to the router’s routing table. Before we do that, have another look at the routing table

London#show ip route

Now. Let’s add the default route.

London#configure terminal
London(config)#ip route 0.0.0.0 0.0.0.0 192.168.128.1

Let's look at the routing table again. Can you notice any difference? 

At this point you should have full connectivity between any machine at the London site and the Sheffield site. Try pinging any PC on the London’s network. Well done!!!
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