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TITLE

INVESTIGATION OF NETWORK TROUBLESHOOTING, USING NETWORK SNIFFER SOFTWARE

AIM

To investigate network 'sniffer' software and it’s uses.

OBJECTIVES

1. You will be able to understand and use network 'sniffer' software.

2. You will be able to verify correct addressing and registration of network implementations.

3. You will be able to carry out network troubleshoting actions using network 'sniffer' software.

4. You will be able to carry out network monitoring using network 'sniffer' software.

5. You will be able to identify and decode packet information on a LAN.

PRE-REQUISITES – PREPARATION

· You should be familiar with Microsoft Windows 95/NT operating systems.

· You should understand the OSI 7-layer networking model.

· You should understand the protocols and packet format for IEEE802.2/3, IPS/IPX & TCP/IP.

EQUIPMENT REQUIRED

· A PC computer with Windows 95 or NT installed.

· A Local Area Network connection.

· Network Associates Sniffer Pro software.

ESSENTIAL READING

· Network Associates Sniffer Software manual (on-line pdf format).

· This document (for the requirements).

· Any text on protocols and packet structures.

FURTHER READING

www.nai.com – Network Associates Web Site.

SCENARIO

You are employed as a consultant for a small company, which specialises in network troubleshooting. The Managing Director of the company you work for has provided you with a copy of Network Associates Basic Sniffer software, and associated documentation. Your remit is to provide an evaluation of the software, and more specifically to determine it’s uses for monitoring and troubleshooting customer’s Local Area Networks in the field.

The Managing Director of the company has requested that you report back to him with your documented evaluation of the software, and details of the practical scenarios you have carried out.

REQUIREMENTS

· Before your practical evaluation, you should carry out any necessary preparation (i.e. pre-reading and note taking).
· Before your practical evaluation, you are required to consider the information provided in the scenario and document your proposed approach for your evaluation. Include reasons for your approach.
· Before, during, and possibly after the practical evaluation you should address the questions given below.
· On completion of your investigation you should document significant information with regard to the problem, and include details of key alternative scenarios you have considered.
· You should be prepared to present and discuss your solutions with the Managing Director of the company.
QUESTIONS FOR THE NETWORK TROUBLESHOOTING INVESTIGATION

1. As a consultant, what questions would you ask the customer about their LAN, before you commence with ‘hands on’ troubleshooting and analysis?

2. What is network monitoring and what is it used for?

3. What is the difference between the monitoring function and the capture function?

4. What protocols are running in the networks labs, and how did you identify them?

5. What is 'baselineing', and why is this information useful? Can you get Baseline data for the networking labs?

6. What is a trigger setting, and what is it used for?

7. What 'tools' are supplied with the Sniffer Pro package, and how do you use them (give examples you have tried)?

FURTHER INFORMATION FOR YOUR INVESTIGATION

Identify the location of the computer systems available for this exercise from the notice board.

If required you can install the Network Associates Basic Sniffer software using the following procedure:

Click on start-run at the lower left corner of the screen

Now enter the following path to the software source

\\ntnetlab.cms.shu.ac.uk\netman\sniffer.exe
Click on OK and the software should now install 

